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ANNOUNCEMENT

• Call for actions
− Homework 1 due today

− Homework 2 will be out tomorrow

− In-class presentation sign-up

• Choose the paper your team will present by the end of this week
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CERTIFICATE TRANSPARENCY (CT)
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CERTIFICATE TRANSPARENCY

• A system that
− Makes the issues of certificates publicly auditable and verifiable

− Is append-only (certificate issuance logs cannot be removed)

• CT prevents
− Enhanced compliance (through the increased transparency and accountability)

− Early detection of mis-used certificates (faster revocation, …)

− Protection against rogue CAs

1https://crt.sh, Search with ‘engr.oregonstate.edu’
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CERTIFICATE TRANSPARENCY
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CERTIFICATE TRANSPARENCY

• Certificate issue with CT
− Request a certificate to CA

− CA issues a pre-certificate

− CA also sends the pre-certificate to the transparency logs

− Pre-certificate(s) are appended to the transparency logs

− The transparency returns a signed certificate timestamp (SCT)

− CA sends a certificate to the requester that contains the SCT

− Users when accessing the requester’s website can validate the certificate

1https://certificate.transparency.dev/howctworks/
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CERTIFICATE TRANSPARENCY

• What if the certificate is not in the CT chain
− Most browsers will show warnings

− It’s your risk from now on 
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DOMAIN NAME SYSTEMS (DNS)
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DOMAIN NAME SYSTEM

• A hierarchical and distributed name service that
− Offers a naming system for computers, services, and other resources on the Internet

− Associates various information (e.g., IPv4 addr.) to domain names

• “Records”: the associations
− Each record has a time-to-live (TTL), e.g., in cache

− It supports different types, e.g.,
• A/AAAA record: name to IPv4/IPv6 (such as sanghyun-hong.com to 123.456.789.012)

• CNAME record: name to canonical name (myspace.* to facebook.com/alice)

• MX record: main exchanger records

• NS record: nameserver records

• TXT record: text record (e.g., _github-pages-challenge… to c578365nsjd…)
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DOMAIN NAME SYSTEM – CONT’D

• How does it work?
− You enter www.sanghyun-hong.com

− Your browser searches its, OS, or router caches

• If the value (e.g., IPv4 of the website) is found, then access it -> Done

− Your browser access to DNS resolver

− The DNS resolver finds out and accesses

• The name servers for the TLD (.com)

• The authoritative name servers for the domain (sanghyun-hong.com)

• The domain name server for my website (www.sanghyun-hong.com)

• The IPv4 (or IPv6) address of my website

• Returns the IP address

− Your browser accesses the IPv4 and receives my webpages
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DOMAIN NAME SYSTEM – CONT’D

• How does it work?
− DNS packets use UDP by default

− DNS can use TCP packets as a fallback

− Port #53
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DOMAIN NAME SYSTEM – VULNERABILITIES

• DNS cache poisoning/spoofing
− An adversary may impersonate the DNS nameservers

− If impersonate the TLD server, ask the IP of sanghyun-hong.com

− If impersonate the authoritative nameserver, returns a fake IP

1www.cloudflare.com/learning/dns/dns-cache-poisoning
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DOMAIN NAME SYSTEM – VULNERABILITIES

• DNS cache poisoning/spoofing
− An adversary may impersonate the DNS nameservers

− If impersonate the TLD server, ask the IP of sanghyun-hong.com

− If impersonate the authoritative nameserver, returns a fake IP

• Once poisoned
− User requests to sanghyun-hong.com

− The DNS server (resolver) will reply with the fake IP

− The fake IP is highly likely to be associated with malicious website

1www.cloudflare.com/learning/dns/dns-cache-poisoning
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DOMAIN NAME SYSTEMS SECURITY EXTENSIONS (DNSSEC)
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DNSSEC

• A security extension that
− Secures data exchanged in the DNS in networks

− Adds cryptographic signatures to existing DNS records 

− Stores digital certificates with “records” (e.g., A, AAAA, CNAME, etc.)

• DNSSEC requires a few more DNS records
− RRSIG record: contains cryptographic signatures

− DNSKEY record: contains a public key for signing signatures

− DS record: contains the hash of a DNSKEY record

− NSEC (NSECC3): explicit denial-of-existence of a DNS record

− CDNSKEY (CDS): a child zone that requests updates to DS records in the parent
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DNSSEC – HOW IT WORKS?

• DNS Zone owner
− Generates a private (key signing key) and public key (zone signing key)

− The private key is used to sign all DNS records within the zone

− Each signed DNS record is accompanied by an RRSIG record (containing the signature)

− The public key(s) are published in the DNS zone

• User / client
− The DNS resolver retrieves the signed DNS records and their RRSIG records

− The resolver retrieves the public key from the DNS zone

− The resolver uses the public key to validate the signature on the DNS record

− The resolver runs this validation through the DNS hierarchy

− Upon completion of the validation, the resolver will send the records
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DNSSEC – DEPLOYMENT AND MANAGEMENT

• Research questions
− How widely is DNSSEC deployed?

− How often are DNSSEC records correctly published and managed?

− How are DNSSEC cryptographic keys managed and maintained?

• Dataset
− .com, .net and .org TLDs (150M domains)

• 64% of the Alexa Top-1M 

• 75% of the Alexa Top-1K

− Daily dataset   : Mar 1, 2015 – Dec 31, 2016

− Hourly dataset: Sep 29, 2016 – Dec 31, 2016
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DNSSEC – DEPLOYMENT AND MANAGEMENT

• Prevalence
− DNSSEC deployment is rare (0.6 – 1.0% of domains, .com and .org respectively)

− The deployment increases over time (0.75 to 1.0%)

− There are spikes due to actions by a few authoritative name servers (.org)

− But this means that a few authoritative name servers are responsible for the dep.

− Popular websites are more likely to sign their domains
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DNSSEC – DEPLOYMENT AND MANAGEMENT

• Missing records
− 28 – 32% domains do not have a DS record

− 15 authoritative name servers cover 83% of domains collected

− 4 authoritative name servers fail to publish DS records for nearly all of their domains

− Drop in .org is due to hyp.net publishing 
11k signed domains, and spike was caus-
ed by Domain Monster, 37k new domains
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DNSSEC – DEPLOYMENT AND MANAGEMENT

• Incorrect records
− 99.5% of domains, where RRISG validation for SOA records fails, are valid

− 99.9% of DS records are valid
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DNSSEC – DEPLOYMENT AND MANAGEMENT

• Key management
− Two domains share a privacy key? 

• 99.95% of keys are used for one domain

• 0.04% private keys and 0.05% public keys are shared by more than one domain

• One private and public keys are shared over 132k domains

− Weak keys?
• < 1024-bit RSA keys are weak

• < 2048-bit DSA keys are weak

Secure AI Systems Lab :: CS 578 - Cyber-security



Thank You!

Secure AI Systems Lab

Sanghyun Hong
https://secure-ai.systems/courses/Sec-Grad/current
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